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1. OPC UA f&11

OPC UA (Unified Architecture) J&{F 3¢ H 8L EAV MRS - BAERIEHAAR
ZIRIPE ~ SR AU ~ EERARE LD R e 2 BEE RV I - cMT £
A28 OPC UA fElfleasiy A e - ATLLIFIAT OPC UA 2 i (Client) BRESFEEA
R PLC_EAHLHERIRTAN, » e S| T EAE A HOPRR: <
TR

® LB cMT3151

® 7iZ#tEE © Easy Builder Pro v5.05.01 or later version

® FFE OPCUA EFUmfE=l : Unified Automation UaExpert

Weintek Af#EL OPC UA

DU A 48— (EZE R 5 - £ cMT-iPC15 3T SCADA [ElFZefi e = {F£ B OPC UA
& Flifisa L OPC UA Server (cMT ZFIAME) HYEEH - FEEL AMEEFEET PLC HIML
> HEIEEENTROER - # o] DA ST 2A R 8 S5(E R PLC L ikAYEEH -

cMT-#PC15

OPC UA cuenti

OPC UA Server OPC UA Server

CMT3151

B Mitsubishi Siemgns ; .y
B Gion Rockwell | 8
= " Toshiba Sch‘neider -
=
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2. EasyBuilder Pro _FHIE%E

£ EasyBuilder Pro Yy [lloT] » [OPC UA {alfk=3] Hhr] DUETT TAEAEZEHY OPC UA 5]
ARk EsFHREE -

OPC UA {alflzgsfva e
B SeASERL [OPC UA falfiles] HIAHRBHECE © 1% FEUHE G R OPC UA falfiks
AV - B B P 9aaa e B A o fiil DUR (Elffas 441 o] LB 1 T3E » W
b AR B DURFERE LA MY IEEUAHET TN > S99 Miefit 77 OPC UA FY 24
wRe [ FH B RE SRR D (A ik as ARG B a5 <

OPC UA EEEE (==
— B ||

OPC UA EEE -l
OFC TCP
BrF ape top /<M [F=4540

IEIRTE © 4840
falAR=s &4 -
TR (V] E
[V|Basicl 3R=l5 (& ERLNE -+
[V] Basic256 (B EReE -
V| BasiIs68haaS  [BEd; R R TIE v

KR LMER LU OPC TA RY5EHEEE -
LW-11435 (16bit) : OPC U4 4846 (0: BF1E, 1 BER)
LW-11436 (16bif) : OPC UA #3855 (0: ETh, 1 2B #38)
LW-11437 (16bif) : OPC UA ¥H&-% (0 &, 1: A48, 2 f81k)

* 3 OPC U4 BIRREREET W, R E [Rims8inE] AR &iRE.
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FORERR 5 S oMU SR RS AR B I B A7 R R A28
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_]I LB-Owrite HIZEE...
-0 LB-1read i
-l LW-0write
M| LW-1read ERE---
=-{_ ] MODBUS RTU
=] Tags
~~@ MODBUS 0x-1
[l MODBUS 3x-1
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3. OPC UA X5

Unified Automation UaExpert
kAT

B 57— 2B I S S — B
1. 3% OK AR JBE -

* Welcome to the UaExpert Initial Application Setup

When starting UaExpert for the first time, you have to create an application
instance certificate to identify your installation.

This is needed to use OPC Unified Architecture security. UA security allows you to
authenticate your application as well as to use encryption and digital signatures
to protect your communication.

Press OK to generate your personal X309 application instance certificate and the
corresponding R5A keys.

2. IE % Organization LKz Organization Unit o

= Mew Application Instance Certificate

Subject:

Commaon MName: UaExpert@MAO-LAPTOP

Organization:

Organization Unit: |OL

Locality: b=



https://www.unified-automation.com/products/development-tools/uaexpert.html
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&S T DLBE4GE - OPC UA (EIIREE2HIEEE o
1. ¥ [Server] » [Add] #Friu{EIARES -

P

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject
File Wiew [Ser".rer Document  Settings  Help

D W % Add. X : by B | <

- = Remove —
Progect &§ ¥ | Data fice

C ct
4 [ Proje e #
[ se X Disconnect
a f Dy Properties..
B ~ Change User..

2. EEBE [Double click to Add Server] ¥4 OPC UA {GIIRESHY URL 484l - IP By At
A IP o

+ Add Server 7 X

Configuration Name ‘ ‘

Discovery

Advanced

Endpoint Filter: | No Filter -

A, Local

v &% Local Network
» ¥ Microsoft Terminal Services
> # Microsoft Windows Network
> # Web Client Network

B Enter Url

v % Custom Discovery
& < Double click to Add Server... >
(=) Recently Used

Enter the Url of a computer with discovery srvice nonmning:
ope 192,163, 2 50:45404

| 0K || Cancel
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3. ¥ OPC UA fElfilkas &afl > i il DU S AT U BL S & E R T =K
. Add Server @

Confizuration Name JaBerver@ch T-4B20 - None - None fuatc p-vaec-vabinann

Discovery Advanced

Endpoint Filter: | No Filter - |

*

2, Local
4§ Local Network
i & Microsoft Terminal Services
b & Microsoft Windows Metwark
i & Web Client Network
4 @ Custom Discovery
2 < Double click to Add Server.. >
-, opctcpy/f192.168.2.50:4840/
4 [} UaServer@chT-4B20 (opc.tcp)
i Mone - None (uatcp-uasc-uabinary)
(Y} Basicl28Rsals - Sign (uatcp-uasc-uabinar —
(5 Basic128Rsal5 - Sign & Encrypt (uatcp-ua:
(7 Basic256 - Sign (uatcp-uasc-uabinary)

m

(5} Basic256 - Sign & Encrypt (uatcp-uasc-uak -
1| m | 3

Anthentication Settings
@ Anonymons

T maome

; Pazsword

 Certificats

- Private Key

[7] Connect Automatically

OK || Concel

0. BB FRE, LT Yes -
’. Replaced Hostname

5%  The hostname of the discovery URL used to call GetEndpoints (0.0.0.0) was
WY replaced by the hostname used to call FindServers (192.168.2.50).
Do you also want to replace the hostnames of the EndpointURLs with this
hastname?

)

L ves [ Ne
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5. BEBEE B HEIIZ T [Connect] &R o

i

B Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File \iew Server Document Settings Help

DPBO # =0 X%\ B E =

Project & | Data Acoess View
4 [1 Project # Serve
4 [ Servers
[ UaServer@cMT-4B20 - None - None (uatcp-uasg R
- —]
4 [ Documents =meve
[0 Data Access View [ Connect
X Disconnect
“4 Properties._
®  Change User...

1
6. 7= “Trust Server Certificate” i$% [ [Continue] B[I5ZRVE4REEIE °

Certificate Validation

Validating the certificate of server 'UaServer@cMT-6F62 returned an error:

@ | BadCertificateUntrusted

Certificate Chain

MName Trust Status
& UaServer@cMT-6F62 Untrusted

Certificate Details

Common Name UaServer@cMT-6F62
Organization Organization
OrganizationUnit Unit

Locality LocationMame

State

Country DE

DomainComponent  cMT-6F62

Commeon Mame UaServer@cMT-6F62
Organization Organization
OrganizationUnit Unit

Locality LocationMame

State

Country DE

DomainComponent  cMT-6F62

Valid From Fri Jun 3 17:39:00 2016

Valid To Wed Jun 2 17:39:09 2021
2

Serial Number 57321510

Signature Algorithrm  RSA-SHA236

Cipher Strength RSA (2048 bit)

Thumbprint (SHA1)  417AFF6C0OD1C8282395593DD9BCOBECITDOCCET3 v

Trust Server Certificate

[] Accept the server certificate temporarily for this session Continue Cancel
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4. Hlfs OPC UA Elflpas &kt

52 A AR R TE 1% 1] LIE Address Space & F il

==

=

I__| WE!NTEK

&Ml > HMI Info 5 AHEFHBREIAN

AR 1 Tags HUEHE & BT ERAVHIL - FbhE =R 26 5 LU
FlaraE R H o LU Sz st i Y EUE - At e s% stk By 55 ARHHE - B0

LB-0 & LW-0 -
AR A

SEHAIRERR - BI40 LB-1 & LW-1 » fEIFRLSE AT L 8E -

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* (= =]=]
~
DZBDBE =0 XYKE B R =
Project & ¥ || Data hcoess View @ Athibutes g X
4 f Project B Server NodeId Display Name Value Datatype <[F)s [+]
- Servers E -
o e | Mo s R erbute Value B
3 UaServer NS2|String|Loc.. LW-Owrite 0 Ulnt16 4 Nodeld Nodeld
4 [ Documen ts -||4 UaServer . NS2fting|Loc.. LW-lread false Boolean =
g r— T 5 UsServe - NS2Sng| MO MODBUS Bl false Boalean Namespacelndex 2 U
aServer@ch.. NS2/String|MO.. MODBUS 3x-1 0 Ulnt16 IdentifierType String
Address Space 8 x Identifier MODBUS RTU.Tags.MODBUS 3x-1
5 [Ho Hightight = ModeClass Variable
) Root BrowseName 2,"MODBUS 3x-1"
+ B Objects DisplayName ", "MODBUS 3x-1"
4 [ Local HMI Description
> [ HMLInfo ViriteMask 0 .
4 ) Tags References 8 %
j : t:?::; o [ ] B [Fommt. )
b @ LW-Owrite Reference Target DisplayName
b @ LW-lread HasTypeDefini... BaseDataVariableType
4 [ MODBUS RTU
a [ Tags
> @ MODBUS Ox-1
> 4@ MODBUS 3x-1
> o Server
> [ Types
b B Views . - ;

5. Hfth2%

OPCUA My ZEHMHEIEEN

%227 OPC UA Security — How It Works :

https://opcfoundation.org/wp-content/uploads/2014/08/11 OPC UA Security Ho

w It Works.pdf

OPC UA HYMEEEESHA -

%227 OPC Support General Information :

https://wikis.web.cern.ch/wikis/display/EN/General+Information



https://opcfoundation.org/wp-content/uploads/2014/08/11_OPC_UA_Security_How_It_Works.pdf
https://opcfoundation.org/wp-content/uploads/2014/08/11_OPC_UA_Security_How_It_Works.pdf
https://wikis.web.cern.ch/wikis/display/EN/General+Information

